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SECURING DATA WITH AGENTIC Al

PROTECTING OUR MOST VALUABLE ASSET

Banco de Portugal is no exception — and the data it holds is among the most critical in the country.

Central Credit Register

Jo[

Credit exposure of every borrower in the country

@ Payment Statistics

Nationwide payment and settlement flows l

STATISTICS PRODUCED

‘\CR|T|CAL DATA/'
/ @ \ @ Supervisory Reporting

Prudential and market data from supervised entities

Bank Account Databases

=)

Account-holder records across the banking system

a 50+ T8 /v1

Statistical data produced

+2 TB/YEAR

Annual growth
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SECURING DATA WITH AGENTIC Al

PROTECTING OUR MOST VALUABLE ASSET

> [ ®] >

| —  —
CRITICAL DATA HEAVILY PROTECTED USERS WEB APPLICATIONS ATTACK SURFACE
Databases are Data only creates Applications and APIs Every new data access
protected by robust value when it can be make that access point increases risk
security controls used possible
Q ‘ The challenge is not only protecting data

It’s ensuring every exposed application is secure
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SECURING DATA WITH AGENTIC Al

Al ACCELERATES THE CYBERTHREAT

® ®
‘Lé‘ YESTERDAY'S SCRIPT KIDS CAN NOW DIRECT TOOLS ‘LBJ'.
USING AUTONOMOUS Al AGENTS.
Script Kid Autonomous
® PR @ 1gent
2022 2024 2026

GENERATIVE Al ASSISTANT Al

BEFORE Al

AGENTIC Al

Skilled, specialized attackers required

Manual reconnaissance and exploitation

Human-paced

Limited number of simultaneous targets

o
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i Any actor can launch sophisticated attacks

X Automated scanning and exploitation without fatigue
|% 24/ 7 / 365 continuous operation

#2& Thousands of targets tested in parallel
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SECURING DATA WITH AGENTIC Al

Al CHANGES THE CYBER-RISK EQUATION

The threat landscape has evolved — but our defences haven't scaled to match.

/N

Attack Surface

70 / 180

180 total enterprise applications, with 70
directly exposed to the internet.

©

Financial Cost

€130,000

Traditional testing models become increasingly
expensive at scale.

Human Limits

8 FTE

Limited internal capacity and reliance on
external specialists constrain testing coverage
and frequency.

I Our exposure grows faster than our capacity to test
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SECURING DATA WITH AGENTIC Al

PATH FORWARD

CADENCE

EXECUTION

COVERAGE

COST

Al AGENT APPROACH

Al AGENT

Continuous
Always-on

Automated
Always-On Detection

Full-scope
Across the Entire Portfolio

Efficient
Reduced Cost per Assessment

-
CURRENT APPROACH
:225: <>
PENETRATION
TESTS >>>
E] CADENCE Annual / Quarterly E]
O ExecuTion M Q
- anual, expert-dependent -
@ COVERAGE Partial, sampling-based @
@ COST High cost per test cycle @
\_
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AGENTS

SECURING
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SECURING DATA WITH AGENTIC Al BRAIN

WHAT IS AN Al AGENT? 1 Moaer

An Al Agent is an autonomous system
that perceives its context, reasons and
takes actions to achieve user goals

AUTONOMY
Decision-making

MisSION
User Goal

Autonomous
decision-making

Adaptive Task

Execution : : {or
{o}

Deep contextual M
awareness EXECUTION PLANNING
Tool-based Actions Reasoning
MEMORY
Context
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SECURING DATA WITH AGENTIC Al

USE CASE

SIRES ~60%
Platform supporting critical regulatory processes, including entity licensing, D I I l H S p
®

board changes, and supervisory filings. COVERAGE TOP 10
) . ) Broken Access Control m Security Misconfiguration
H |gh Critical |ty Agent: IDOR Agent: Infra + Crypto
Critical regulatory processes and highly sensitive data.
m Software Supply Chain m Cryptographic Failures
Known Vulnerabilities Agent: CVE Validator Agent: TLS + Crypto
Certified environment with previously identified
vulnerabilities
Injection

Agent: SQLI + XSS
Security Reports

Recent reports available for comparative analysis Authentication Failures

A7 Agent: Auth Failures

GOAL

Assess the effectiveness of autonomous Al agents in
identifying OWASP Top 10 vulnerabilities. B 2 Complete 2partial () 4 Not Covered

@Q m o 9
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Al AGENT: INTERACTIVE

i Resources
: () web App URL i

Interactive Prompti
“Map this Web App Attack nteractive Prompting

Surface” —\

“Are the cookies used on this
web application secure?”

“Can | access this link without __/

proper credentials?”

Generic Agent

Reconnaissance Team - Cybersecurity Experts

Validation Team - Reporting Team

@O 06
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“Are These Vulnerabilities
False Positives”

“Explore XSS attacks on this
authentication form”

“What TLS protocols are
supported?”
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Al AGENT: INTERACTIVE

Generic Agent

Reconnaissance Team - Cybersecurity Experts

Validation Team - Reporting Team

@O 06
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Al AGENT: AUTONOMOUS

Orchestrator Agent

Plans * Delegates « Monitors « Evaluates

Reconnaissance Team @ Cybersecurity Experts Validation Team

Attack Surface Discovery Identification of vulnerabilities Elimination of false positives

SECURING DATA WITH AGENTIC Al: AUTOMATIC VULNERABILITY DETECTION

Reporting Team
Turn insights into a Report
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SECURING DATA WITH AGENTIC Al

Al AGENT: AUTONOMOUS

Resources ‘

“Identify all vulnerabilities on the
Web Application: [https://.....]"

Prompt

Orchestrator Agent

Plans « Delegates + Monitors * Evaluates

>

s , N

Reconnaissance Team
Attack Surface Discovery

y Authentication Agent

2= Discover authentication flows and mechanisms
y Application Mapper Agent
y Technology Agent

Z== Discovers technology stack and versions

-

== Crawls and maps web content (pages, endpoints, etc )

/

SECURING

DATA WITH AGENTIC Al:

{o op Cryptographic Agent

&

@ Cybersecurity Experts N

/dent/ﬁcat/on of vulnerabilities

y CVE Intelligence Agent

== Matches finding with known vulnerabilities

y XSS Injection Agent

== Detects cross-site-scripting injection flaws

,m, SQL Injection Agent

Detects SQL injection flaws

y Access Control (IDOR) Agent

&= Identifies improper access permissions issues

Analysis cryptographic weakness /

AUTOMATIC VULNERABILITY DETECTION SEP.

Validation Team Reporting Team

Elimination of false positives Turn insights into a Report

Reporting Agent

Generate report based on template

oy Exploitation Agent .@.

== \Verify real-world attack feasibility

Skills and Tools

Crawling « Playwright « Nmap * ssiscan « Template Generator « Injection + OWASP

___________________________________________________________________________________________
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SECURING DATA WITH AGENTIC Al @
S

RESULTS: SIRES

Al Agents

21

Vulnerabilities

Tenable*

12

Vulnerabilities

~

100%

Coverage

All Tenable-reported vulnerabilities
CRITICALITY have been identified by agents

Q. O O O -

Critical ~ High  Medium Low

CRITICALITY

0 O o
\Critica/ High Medium low

~
3‘4mh
+ 9 Vulnerabilities x> % 55€

Total Execution Cost

Identified and validated

*Only 12 of the 17 vulnerabilities recorded were addressed by agents
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SECURING DATA WITH AGENTIC Al

SUCCESS STORIES

-
m VULN - 001 9 Critical
Sires OWASP A01
UNAUTHORIZED ACCESS

Any authenticated user can
retrieve sensitive information

from a non-protected page

IMPACT

%

\

J

SECURING DATA WITH AGENTIC Al:

-

\

Medium

VULN - 006

Sires

NO RATE LIMITING

OWASP A02

No restrictions for page consumption
enables automated, large-scale

extraction of information

IMPACT

7

®

~

AUTOMATIC VULNERABILITY DETECTION

Authenticated User

o

Unauthorized page
access

Automated data
extraction

Sensitive Information
Exposed

S

EP.



SECURING DATA WITH AGENTIC Al

Al AGENT: AUTONOMOUS

Resources ‘

“Identify all vulnerabilities on the
Web Application: [https://.....]"

Prompt

Orchestrator Agent

Plans « Delegates + Monitors * Evaluates

>

s , N

Reconnaissance Team
Attack Surface Discovery

y Authentication Agent

2= Discover authentication flows and mechanisms
y Application Mapper Agent
y Technology Agent

Z== Discovers technology stack and versions

-

== Crawls and maps web content (pages, endpoints, etc )

/

SECURING

DATA WITH AGENTIC Al:

{o op Cryptographic Agent

&

@ Cybersecurity Experts N

/dent/ﬁcat/on of vulnerabilities

y CVE Intelligence Agent

== Matches finding with known vulnerabilities

y XSS Injection Agent

== Detects cross-site-scripting injection flaws

,m, SQL Injection Agent

Detects SQL injection flaws

y Access Control (IDOR) Agent

&= Identifies improper access permissions issues

Analysis cryptographic weakness /

AUTOMATIC VULNERABILITY DETECTION SEP.

Validation Team Reporting Team

Elimination of false positives Turn insights into a Report

Reporting Agent

Generate report based on template

oy Exploitation Agent .@.

== \Verify real-world attack feasibility

Skills and Tools

Crawling « Playwright « Nmap * ssiscan « Template Generator « Injection + OWASP

___________________________________________________________________________________________
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Al AGENT: AUTONOMOUS & HYBRID

Resources .

“Identify all vulnerabilities on the
Prompt| Web Application: [https//.....]J"

Orchestrator Agent

Plans « Delegates + Monitors * Evaluates

/ Reconnaissance Team \
Attack Surface Discovery

q : y Authentication Agent

2= Discover authentication flows and mechanisms

,@, Application Mapper Agent

== Crawls and maps web content (pages, endpoints, etc )

(s.5p Technology Agent

Z== Discovers technology stack and versions

o /
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SECURING DATA WITH AGENTIC Al

Al AGENT: AUTONOMOUS & HYBRID

Resources ‘
B AR

“Identify all vulnerabilities on the
Web Application: [https://.....]"

l
Prompt

Orchestrator Agent

Plans « Delegates + Monitors * Evaluates

K @ Reconna:ssance Team \

S By giving tools and deterministic scripts we were able to improve
, Authentication Agent the reconnaissance team results while reducing running cost

2= Discover authentication flows and mechanisms

y Application Mapper Agent

=
= Crawls and maps web content (pages, endpoints, etc ) + 49 00/ o

: (1] 0
&

y Technology Agent

Z== Discovers technology stack and versions

\_ J COVERAGE LOWER COST

SECURING DATA WITH AGENTIC Al: AUTOMATIC VULNERABILITY DETECTION SEP. 2026 18
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CURRENT RESULTS
SIRES & FLOW

4 N N

100% +21 ~ 7h

Coverage Vulnerabilities

New vulnerabilities identified % 1 09€
/ \ and validated / Total Execution Cost

o]0l ]e](en] (@] )

Full coverage of known vulnerabilities with identification of additional critical
vulnerabilities, showing high potential for process automation

All known vulnerabilities
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-

“IF WE DON'T HARNESS Al FOR DEFENSE, WE
ARE BRINGING A KNIFE TO A GUNFIGHT."




THANK YOU
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